Linux CLI: XpAOLMEC EVTOAEG KOl EPYAAELT

CSCGR 2026 - GreekLUG

2TtdX0C: YPAyopn £lkéva CLUOTAPATOC, processes/services, ports/dns, avalritnon oc apyela Kat
Baowkbg €Aeyyxocg logs. OL evToAEC elvat yeVIKEC Kal dovAebouv og Kali/Ubuntu/Debian (émou
vndpyetl To avtioTolyo epyaAeio).

0) Bonbsiwa

FpAyopn BonbeLa:

man <cmd>

<cmd> --help

1) Eirk6va CLOTAMATOG

TavtdTnTA: whoami
id

Mo0 elpat: pwd

Epedvion apyelwv: Is -lah

Xwpog dlokou: df -h

Xpnon 6{okou:

du -sh ~/* 2>/dev/null | sort -h | tail

200TNUa:

uname -a
hostnamectl 2>/dev/null || hostname

2) AlEpYaOiEC KAl UTINPECIEG

Top dlEpyaaiec: ps aux --sort=-%cpu | head
ps aux --sort=-%mem | head
YTinpeaiec: systemctl --failed 2>/dev/null || true

systemctl status <service> --no-pager 2>/dev/null

3) AiKTULO KOl IOPTEC

Listening ports: ss -tulpen

Process info: ps -fp <PID>

Open files: Isof

Interfaces: ip a

Routing: ipr

DNS: resolvectl status 2>/dev/null || cat /etc/resolv.conf
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4) Apxeia - avalATnon KaiL avayvwon

AVAyVwaT apxeiwv:

cat <file>

Avaltnon apxeiwv:

find . -type f -maxdepth 2 | head

Avaltnaon KepEvou:

grep -Rin "PATTERN" . 2>/dev/null | head

XeIpIopoc: less <file>
head -n 20 <file>
tail -n 20 <file>
5) Logs

systemd logs:

journalctl -n 50 --no-pager 2>/dev/null || true
journalctl -u apache2 -n 50 --no-pager 2>/dev/null || true

Apache files: tail -n 50 /var/log/apache2/access.log 2>/dev/null || true
tail -n 50 /var/log/apache2/error.log 2>/dev/null || true
Real-time: tail -f /var/log/apache2/access.log 2>/dev/null || true

6) Quick patterns o& Apache access.log
# Top IPs
awk '{print $1}"' access.log | sort | uniq -c | sort -nr | head

# Top requested paths
awk '{print $7}' access.log | sort | uniq -c | sort -nr | head

# Top 404

awk '$9=="404" {print $7}' access.log | sort | unigq -c | sort -nr | head

7) EAeyX0OG apXEiwv
file suspicious.bin
sha256sum suspicious.bin
strings -n 8 suspicious.bin | head

Checklist:
1) eikéva (whoami/pwd)
2) TL TpéxEL (ps/systemctl)
3) TL aKOUEL (SS)
4) logs (journalctl/tail)

)

5) avalritnon (find/grep)
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