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Proxmox - Mabnua 10

Elcaywyn oto Proxmox VE & Baoki Eykatdotaon

Evelktikd Bépata: v
- gykatdotaon Kal apxikn pubuion, )A(

~ Baotkéc évvoleg virtualization (KVM & LXC),

- dlaxeiplon tou Web GUI, pRDXMDX

> Baowkn Stapdppwon Siktuou,

= dnuloupyia VM,

~ snapshots & apxtkd backup



Proxmox Virtual Environment

PRO>XMOX

Baoiletal oe: Debian GNU/Linux

ApPXITEKTOVIKI: 64-bit (x86_64)

TexvoAoyiec: KVM yia virtual machines kat LXC yia containers
Kevipikn olaxeipion péow Web GUI

Ynootptén CLI kat REST API

Adela: GNU Affero General Public License, version 3 (AGPLv3)
Avantiooetal and: Proxmox Server Solutions GmbH

lotooeAida: https://www.proxmox.com

Kwolikac: https://git.proxmox.com/



KUpla xapaktnplotika

-~ Virtualization -
QEMU/KVM & LXC g
~ Management
Web, Mobile, CLI & Rest API
~ Clustering

Proxmox Cluster File System (pmxcfs) &
Online migration

~ Authentication

Role-based administration

High Availability (HA)
AiKtua

Software-Defined Network (SDN)
& Linux Networking Stack

Storage

LVM, iSCSI, NFS, SMB/CIFS, Ceph,
CephFS, ZFS

Firewall
Backup

MAApN avtiypaga & snapshot



Anattnoeic |

v

CPU: Intel 64 ) AMD64 pe unootipi&n Intel VT/AMD-V

\/

MvAun: touAdxlotov 1 GB & pviun yia ta VM/Container

v

Aloko¢: pnxavikoc diokoc

v

Aiktuo: pia kapta




Anaitnoelc Il

CPU: Intel 64 ) AMD64 pe unootipi&n Intel VT/AMD-V

MvAun: touAdxlotov 2 GB & pviun yia ta VM/Container
+ o€ Ceph ) ZFS anatteital npéoBetn pvriun, nepinou~1GB avda TB xwpou

Atloko¢: npotelvopsva SSD 4 NVMe kal npoPAswn yia epedpiki anobnkeuon

Aedopéva A/3: Hardware RAID i} ZFS+SSD cache

Aedopéva elkovikwy pnxavwy: Hardware RAID ) ZFS ) cUotnua shared/

distributed storage, 6nwc¢ Ceph
Aiktuo: noAAanAéc kaptec Gbit

PCl(e) passthrough: anatteitat CPU pe unootpt&n VT-d/AMD-Vi Kal gnNTPLKN Pe
IOMMU




Evkatdaotaon




APXITEKTOVIKN |

Kevtpikég unnpeoieg Proxmox VE

pvedaemon - to management APl = o “eyképaloc” Tou Proxmox
~ ulonole{ to REST API tou Proxmox

- extelel OAec C “Bapléc” epyaociec oto napacknvio

~ Olaxelpiletal tasks, 6nwc:

= dnuloupyia VM

~ aAAayn hardware configs
~ migration

~ backup/restore

~ snapshot operations

~ storage management



APXITEKTOVIKN I

Kevtpikég unnpeoieg Proxmox VE

pveproxy - Web Interface <IP:8006> (reverse proxy + API frontend)
- ¢éva lightweight reverse proxy nou cepipet to Web Ul

~ o frontend 6éktng tou REST API

- Kavel authentication

~ nepvdael ta requests oto pvedaemon ) AAAEC unnNpeaciec

Tunika:

Mepinyntic — pveproxy — pvedaemon — VM operations




ApXITEKTOVIKN ]

AKVM

Nwg tpéxouyv ta Virtual Machines;

To Proxmox xpnotponolel KVM (Kernel-based Virtual Machine) kat to QEMU w¢

userspace hypervisor.

Tt KaAvel 1o KVM:
~ gvepyonolel ta virtualization extensions tn¢ CPU (VT-x / AMD-V)
~ napéxet dueon npdoPBacn otnv CPU/pvAun (wg Type 1 hypervisor)

Tt kaAvel to QEMU:

~ npooopolwvel hardware (untpikn, dloko, Kapta diktuou, GPU, USB KTtA)
= dnuoupyel tic Siepyaciec VM

~ Slaxelpiletal ta I/O, snapshots, live migration KTA



APXITEKTOVIKN IV

NMw¢ ouvepyalovtal (KVM/QEMU);
‘Otav &ekiva éva VM to Proxmox dnuloupyel yta QEMU process

Jusr/bin/kvm ...

TpEXel oto host kat to KVM module tou kernel kavel acceleration.

To Proxmox napakoAouBei to VM péow:

A \\
ARVIV
~ QMP (QEMU Monitor Protocol)
~ log files
@EMU -

~ callbacks oto pvedaemon




APXITEKTOVIKN V

Proxmox Container
>tnpiletal otnv uhonoinon LXC (https://linuxcontainers.org/):

= xpnotlgonotoUy texvoAoyiec dnwc cgroups & namespaces tou Linux kernel yia

anopdévwon Slepyactwy Kat neploplopd népwv
= to Ixcfs napéxet elkovikd /proc file system
> ta AppArmor Kat seccomp yla tnyv evioxuon tn¢ ac@dAeilag
> KOlvi xprion tou nupryva tou host (= pnopoulyv va tpé€ouv pbévo Linux CT)

~ €xouv dpeon npoéoBaon otouc ndépouc tou host (unprivileged / privileged)


https://linuxcontainers.org/

APXITEKTOVIKN VI

Storage Stack

To Proxmox unootnpilet noAAoUG tunoug anoBnkeuong:
- ZFS

-
-
-
-

g r TN
r r' r ~ Directory M
T BTRET 2 Tunot; Snapshot
/ = NF5 Clone
\ﬂ /’ | - CIFS File storage . -
: - CephF5S Block storage
\ ~ LVM /LVM-Thin
~ Ceph/RBD Thin
~ iSCSI Provisioning

-~ Proxmox Backup Server (PBS)




Apxitektovikn VII

Web UI
| |
T
| HTTPR/S
| v |
| pveproxy | ~ Web / API frontend
| |
|
REST
| v |
| pvedaemon | ~ Management API
| |
T
| VM/CT ops
| v 1 | v |
| oQEMU / KWM | | LXC
| | | !
|
| Vv 1

| Storage stack |
| |




Alktowon |

To &iktuo oto Proxmox Baociletal oto Linux networking stack éxt o€ katt “idlaitepo”.

Tunikd: fetc/network/interfaces

auto lo
iface lo inet loopback

auto enol
iface enol inet manual

auto vmbrO

iface vmbrO inet static
address 192.168.1.10/24
gateway 192.168.1.1
bridge_ports enol
bridge _stp off
bridge fd O




Alktuwon |

Bridge (vmbrX)

‘Eva Linux bridge Acttoupyei oav éva eikovikd switch (Layer 2) nou cuvdéetal otn

@uUOlIKA Kapta Siktuou.

Ta VM/CT ouvdéovtal and npokaboplopéva oto bridge vmbro:

tap / veth - vmbr0 - eno1

Ta VMs ocuvdéovtal oto i6lo bridge kat naipvouv IP ané to (610 diktuo.

MnopouUpe va dnuloupynooupe Ewcg 4094 bridges.



Alktuwon I

Bond (bondX) - Link Aggregation / Redundancy

>uvevwon dUo i neplocdtepwV PUOIKWY interfaces (nx eno1 & eno2) og £va Aoyikd

interface (nx bondO0).

Mapéxet:
~ Fault tolerance (av néoel €va, Aettoupyei to AAMNO)
~ Load balancing (avaAoya to mode)

~ Ewviaio interface npoc to diktuo

Ynootnpilel 7 modes Aettoupyiec. uvriBwc oto Proxmox opiloupe:
~ balance-rr
~ active-backup « npotewvdépevo av dev undpxet LACP

~ 802.3ad (LACP) « npotetvéuevo o€ enterprise switches



Alktuwon IV

Bond (bondX) - Link Aggregation / Redundancy

auto lo
iface lo inet loopback

auto nicO
iface nicO inet manual

auto nicl
iface nicl inet manual

auto bond0

iface bondO inet manual
bond-slaves nic0 nicl
bond-miimon 100
bond-mode active-backup
bond-primary nicO

auto vmbrO

iface vmbrO inet static
address 192.168.1.10/24
gateway 192.168.1.1
bridge-ports bond0
bridge-stp off
bridge-fd 0




Alktuwon I

VLAN 802.1Q

Enttpénel va “nepdoouv” noAAd Aoyika diktua navw and pia kapta diktou.
Anopovwvel TNV kivnon oto Layer 2. Mapadelyua:

vmbr0

—vmbr0.10 (VLAN 10 - management)

——vmbr0.20 (VLAN 20 - apps)

L—ymbr0.30 (VLAN 30 -storage)

>UvNBwWC TO XpNOLUONoloUE:
- o€ nepBarrovta pe noAAanAda Siktua, nx storage/management/VM/replication
~ o€ cluster

- otav B€Aoupe isolation xwpic npdoBetec kAptec SikTUoOU



Firewall |

To firewall tou Proxmox eival £€va abstraction layer ndavw andé iptables/nftables*.
Yndapxel o€ 3 enineda:

~ Datacenter Firewall

-- ~ Node Firewall
.

- ~ VM/Container Firewall

-. KaBe (wvn €xel tpla policies:

~ INPUT | eloepxduevn kivnon

~ OUTPUT | e€epxduevn kivnon
~ FORWARD | kivhon nou npowBeital péow ptac {wvnc, nx VM <-> network
Kal ynopoUpe va oplooupe tpIc evépyelec-tunouc kavovwy ACCEPT, DENY, REJECT



Firewall Il

OLndéptec nou xpnotlpgonotolvtal and to Proxmox:

~ Web interface: 8006 (TCP, HTTP/1.1 over TLS)

~ VNC Web console: 5900-5999 (TCP, WebSocket)

~ SPICE proxy: 3128 (TCP)

- sshd: 22 (TCP)

~ rpcbind: 111 (UDP)

~ sendmail: 25 (TCP, e€epxdpevn)

~ corosync cluster traffic: 5405-5412 UDP

~ live migration (VM memory and local-disk data): 60000-60050 (TCP)
Security Groups, Alias & IP sets

Alotec kavovwy, weudwvupwy Kat IP nou gnopouv va xpnotgonotnBouv yia tnv

gukoAOtepn Staxeiplon tou Firewall.



Snapshot & Backup |

'Eva snapshot cival éva xpovikd onueio nou diatnpet:
~ TNV Katdotaon tou diokou tou VM

- (npoalpetikd) tnv katdotaon tng RAM

> TIC puBbpioeic tou VM

O\/ Xpnowonoleitat cuvRBwc yia dokipec aAAaywy (updates, config changes) kal

napéxel acaAn rollback oe nponyoUuevn katdotaon.



Snapshot & Backup |

> avtiBeon pe snapshot, éva backup sival nAfpnc e€aywyr (export) tou VM o€
oUUNIECUEVO apxeio. To epyaleio nou xpnolgonoleitat ival to:

vzdump

Ta backup modes eivat:
snapshot mode | AapBdavet snapshot kat dnuloupyei backup ndvw and autd

suspend mode | to VM pnaivel og navon

stop mode | to VM tepuatiletal. EEaocpalilel a&loniotia tou avtlypdpou

Ynootnpilel enineda ocupnieonc:
kaBoAou (none), LZO (fast), GZIP (good), ZSTD (fast and good)



EuxaplotoUpe!



To apxeio Tn¢ napouciaonc and tnv
EAANVIKN Evwon @iAwv EA/AAK (GreekLUG) diénetal and tnv adela
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