® Free your Android: LineageOS,

F-Droid & EA/AAK

~S echo SUSER

>apBBac AdaptliloyAou
MéMoc tn¢ kowvotntag EA/AAK and to 2011

MéMoc tou GreekLUG (AY)




Elcaywyn oto de-

Googling evoc¢
Android smartphone

Lineage

26



[eplexoueva

¥

MNpwrta Bripata yla avolxtr yetafaon

EvaAAaKTIKEC open source epapUoVyEC

Tt eival to LineageOS

>x€on Android, AOSP & epyooctactakwyv ROM
Xapaktnplotika LineageOS

OeTika & apvntika evéc custom ROM AsitoupyikoU
MetdaBaon oe LineageOS - epyaAeia nou Ba xpeltaoctolpe
0Oonyoéc eykatdotaonc (napadetypa)

>Uvtoun live entdetén



® ApxlKa Pnuata yia opgain

avolxtn petafaon

Ma Touc avano®Aclotouc, Pla KaAr NpakTikn nptv tnv
uetdBaon o€ LineageOS, eival n eykatdotaon Kat SOKIUN
EVAAAQKTIKWY AVOLXTWV EPAPUOYWY, AVTi TWV EPYNOPIKWY,

KAEIOTWV.

~ F-Droid: anoBetrpio (store) epapPoywyV nou nepéxel
auotnpd kat pévo EA/AAK (FOSS). MoikiAia epappoywy,
nou KaAUuntouv Katd peydain nAsioynaia tic avaykeg twv

XPNOTWV.

~ Aurora Store: FOSS client nou avtAei tic epapuoyEc
aneuBeilac and touc servers tn¢ Google, enttpénovtac

"Anonymous Login"

8:16 i
F-Droid ¢ %

New apps
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PageDrop Scrubby: SnapFade
Robot
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PipePipe DuckDuckGo Sy cthing-For  Nextcloud st
Privacy -i¢

Categories

Discover Search My apps



® [Mapadelypata evaAAaKTIKwyY

epapuoywyv — de-Googled |

F-Droid: Store epappoywy nou neptéxet pévo EA/AAK. Ot epappoyég oto F-
Droid xtiovtal (compile) and tov nnyaio kwoika aneubeiac otouc servers tou F-
Droid.

DuckDuckGo Browser: nepinyntng ge Egpacn otnVv ISlwTIKOTNTA TOU XPpRoTN.
MnAokdapel autépata toug trackers tpitwy kat 6ev anobnkelel LOTOPIKO.

Thunderbird: Epappuoyr nAektpovikoU taxudpopeiou, Je unoothplén via
noAAanAoUc AoyaplacpouUc Kal loxuprn Kpuntoypd®non.

Organic Maps: Epapuoyn nAorjynonc offline, Bactopévn ota dedopéva tou
OpenStreetMap, e unootiplén via noAAanAoulc tpdnouc getakivnonc.

Fossify Calendar: Epappoyr) nuepoAoyiou, nou Asttoupyel Tonika kat
unootnpilel kal cuyxpoviopo HEow NPpwWToKOAAWY dnwc to CalDAV (nx pe 1o
Nextcloud).




® [Mapadelypata evaAAaKTIKwyY

epapuoyvwy — de-Googled |l

Nextcloud: Self-hosted nAatpdppa anoBrjkeuonc Kal cuyxpoviopoU apxeiwv.

Evowpatwvel epyaleia ouvepyaoiac, NueEpPOAOYLA KAl ENAPEC. @
OnlyOffice: Touita ypageiou (éyypada, unoloyloTkd QUANG, NapouCLAcelc) Pe | <« M
HueyaAn ocupfatdtnta ota apxeia AAAwV KAEICTWY NPoypapPaTwy. L~

VLC: EAappU npdypappa avanapaywync noAUPEowY, Je JeydAn unootnplén
Hop@wyV Bivteo kal Axou, xwpic kaBdAou dlapnuioelc.

Aegis: Epappoyr enaAnBeuonc 6Uo Bnudtwy (2FA). Kpuntoypa@ei tonika ta
dedopéva kal enttpénel TNV eUKoAN ANYWn avilypd@wyv acpaleiac.

Mastodon: Anokevipwpévo KovwVviko diktuo xwpic dtapnuioelc. Baoiletal oe
ave&dptNTouc OLaKOULIOTEC NOU NKOVWYOUV PJeTa&U Touc HECW TOoU
opdonovoou diktlou (Fediverse).




o®v Tieivalito LineageOS

~ 'Eva Swpeav & avoiXtoU AoyloPIKOU AEITOUPYIKO

olUotnpa yia popntéc cUoKeEUEC (custom ROM).

~ =ekivnoe to 2016, avantuoostal and tnv Kolvotnta &

anoteAel Stddoxo tou CyanogenMod.
~ Baoiletal oto Android Open Source Project (AOSP).
~ Mpwtn enionun €kdoon ftav n LineageOS 13.0, to 2017.

= Méxptto 2019 ekatoppupla xprotec eixav pla ékdoon

Lineage .

LineageOS

To 2024 unootnpilovtay 196 S1aPOPETIKEC CUOKEUEC, LE

132 va éxouv tnv ékdoon 22.1




® >x€on Android, AOSP kal

epyootaclakwyv ROM

~ Mia stock ROM ¢€ival n epyooctactakn ékboon Android nou

napéxouv ol kataockeuaotéc (nx OnePlus, Samsung, KTA)

~ To AOSP cival o nnyaioc kwdikac tou Android, nou diatiBetal
eAeUBepa and tnv Google, xwplic va nepltdapBavel T unnpeoieg
nG.

> Mia Custom ROM (nx LineageOS) eival pla tpononotnuévn

dltavopn tou AOSP, nou d¢ev eival 100% avolktd, KaBwc neplExel
kKAelotoUc drivers nou AapBdavel and Toug Kataokeuaotég (nx

Snapdragon, OnePlus), wote va cuvepyadletal to UAkS (nx

006vn, eneepyactiic) UE TO AOYIOULKO.



o(®o Xapaktnplotika LineageOS |

~ Mpoo@épel anoAutn diwtikotnta (de-googled and tov

Security & privacy nupnva). Anoucia Google Play Services, background trackers
kal tnAepetpiac and npoeniAoyn.
° Looks good

No issues found

_ ~ MpooPEpel Blwopotnta YAKoU: Enekteivel Tov KUKAO {WAC
NaAatdTeEPWV CUCKEUWV.

Security

D ~ 'Exel pnéeviko Bloatware: Apxikd eykaBioctavtal gévo ol

anapaitntec epapPoyéc.

Privacy controls
Permissions, controls

~ Evioxupévoc 'EAeyXocg & Aopaletla: Napéxel avaAuTiki
Privacy dashboard

dlaxeipion ota dikalwpata Twv EQapuoywv.
Private space
4 o [ ]



o(®-o Xapaktnptotikda LineageOs |I

1:13 *1

= ~ Lineage Recovery (MevoU eykatdotaonc eKOOCEwWV)
Trust ~ EmAoyég ao@aleiag (SELinux - Security-Enhanced Linux,
avadlata&én KwoIKWY, NPOoTATEUUEVEC EPAPUOVEC, trust -

The Trust icon will only show when the contents of
the page have been verified.

nivakac eAEyxou nou napExel Pla yevikn elkéva tng

Status

SELinux KATAoTtaonc Kal TwV AElToupylwyv acPdaielac).
i - Emoyég napapetponoinong (mpooappoyn Koupniwy, live
4 Encryption display — automatic color temperature, noAAanAd npo@iA,

Enabled

onwc “Home”, “Work” KTh)

Privacy

Restrict USB

sl S e ~ Auvatdotnta eykatdotaong google services (gapps), yla énotov

a o C enBupel.



o(®o LineageOS - O@éAN |

* Biwowotnta & pakpolwia: Mia naAld cuokeur) napapével ac@aing,
HoVTEpPVA KAl NANPWC AELTOUPVIKD, apKeETA Xpdvia PeTd tnyv tTeAeutaia
enionun unootnplén ToUu KATaoKeuaoTn.

* [diwTtikotnTa: To tNAEpwvo dev petadidel tonoBeaia 24/7, ‘:3:'

OTatloTika Xprnonc kat dedopéva tnAepetpiac.
e TaxUtnta & pnatapia: To LineageOS épxetal ye ta anoAUtTwc D—B

anapaitnta kat eivat noAU eAappu. Anouctalouv background
dlepyaociec tou kKataokeuaotr, cloud services, €€tpa epappPoyEC KTA.

* 'EAeyxoc: O xpriotnc pnopei va éxel npaypatikd system-wide
adblocking & Aentopepéotato €Aeyxo adelwyv avda epapuovyn.



o(®v LineageOS - Meploplopol

[MoAAEC e@appoyec tpanelwy apvoulvtal va avoiéouy, kal to Google
Pay dev Aettoupyel ylia avéna@ec nAnpwyEc.

Epappovéc onwc to Viber, to Slack ) tpanedika apps dev pnopoulyv va
Aa[3ouv eldonolnoelc 0To NApACKVILO.

Ol epappoyéc Kapepac Twy KAsloTwy OS xpnolponotolv KAELoTO
kwoIKa yla tnv eneepyaocia tnc eikévac. O xprnotng xavel autouc Toug
aAyopiBpouc kal n otok Kapepa éxet pé€tpla anddoon.

Streaming o€ xapunAn avaiuon (DRM). Mx Netflix, Amazon Prime KTA
nailouv pévo oe tunikry avaiuon (SD - 480p), 6xt o€ HD.



Bootloader

> To 10 npdypappa nou eKTeAEital otov
enegepyaotn POAIC NATACOUPE TO Koupni
gevepyonoinong tou kivntou (avtiotolxo tou
UEFI).

> AvalapBavel va eAéy€el To UAIKO & va pOpPTWOEL
1o Android otn pvAun.

> 'Epxetal KAeWOwPEvoc and TouC KATAOKEUAOTEC.
> Tov EEKAELOWVOUUE WOTE VA TPOMNOMNOLICOUPE

1a partition TnC cuokeunC Kal va NEpAcoUE £va
dla@opetikd Aettoupyikd cuotnua.




o(®-© ADB (Android Debug Bridge)

ADB (Android Debug Bridge)

* EpyaAsio ypapPAC EVTOAWYV MOU ENTPENEL

otov H/Y va enikowwvel pe to Android kivntd. EREETEMEEE T I CIELRICEGCE
7 ’ List of devices attached
« Xpnolgonoleital yia tnv eykataotaon 86651b device

£@APUOYWY aAAd Kal yia anoc@aiudatwao
(épeb[i]l;)v 4 P U 1 savvas@savvas-pc:~$ sudo adb reboot bootloader

savvas@savvas-pc:~$ sudo fastboot devices
* EKTEAEON NPONYUEVWY eVTOAWY aneubeiac oto  [EEEEELIRERIGER

}\El'EOUleK(') O'UO"EI']LIG ¢ O'UO'KEUT']C- savvas@savvas-pc:~$ sudo fastboot oem unlockl]

* O client (otéAvel TIC eVTOAEQ) & O server-
dlepyaoia tpéxouv otov H/Y, eviy o daemon
“adbd” tpéxel wc¢ diepyaoia otnv Android
OUOKEUN.

https://developer.android.com/tools/adb



o®o  ADB - Baoikéc EVIONEC

EvtoAn Xpron | ZKOTtog KOTA TNV EYKOTAOTAON
adb devices Ep@avidel Tn AioTta YE TIC OLUVOEDEPEVEC CUOKEVEC
adb reboot ETIOVEKKIVEI Tr OUOKEUN O€ AEITOLPYIiO
boot loader Bootloader/Fastboot
adb reboot ETtavekKIVEl TO KIvnTO aTtevBeia¢ oto Recovery
recovery Mode (11.X. Lineage Recovery
adb sideload METAQEPEL Kl EYKABIOTA TAUTOXPOVA (PAACAPEL) TO
<apxeio.zip> apxeio ZIP touv LineageOS




FASTBOOT

o TART
* AlayvwoTtikd npwtokoAAo kal epyaleio S A
VPAUHNG EVIOAWY Mou enttpenel atov H/Y va Press uolume key to select, and press pouer
tpononole{ aneuBeiac to clotnua apxeiwv key to select

fFlash (tic kataturoeic/partitions) tn¢
OUGCKEUNG HEOW USB. N o PRODUCT NAME - kona

* EnKolVwVEL JE TO KLVNTO OTav auto BplO’KE'E(ll UARIANT - SM3 UFS
o€ Aettoupyla Bootloader / Fastboot Mode, BOOTLOADER VERSION -
NPV Kav QOPTWOEL TO AEITOUpYIKO oUoTnUa. BASEBAND VERSION -

« Xpnolonoleital yia va EeKAELSWTEL TN SEI AL VLS = Sioaaeat
ouokeun (Bootloader Unlock) kat va
avilkataotnoel To epyootaciakd cuotnua
avaktnong pe €va Custom Recovery (n.x.
Lineage Recovery).

SECURE BOOT - yes




o(®-o FASTBOOT - BaotkéC EVTOAEC

EVvToAn Xprion / ZKOMOG KOTA TNV EYKATACTOON

fastboot devices EnaAnBelel 4Tt 0 unoAoyilotic avayvwpilel cwotd tn
ouokeun 6co autn Bploketal oto pevou tou Bootloader.

fastboot oem =ekAeldwvel tov Bootloader, "eAeuBepwvovtac” tn
unlock OUOKeUun wote va dextel avenionuo Aoylopiko.

fastboot flash |EykaBiotd to apxeio eikdvac (.img) tou Custom Recovery
recovery oTo avtiotolxo partition Tn¢ cUoKeUNC.
<apxeio.img>

fastboot reboot |Aivel evioAr otn cuokeur va KAvel enavekkivnon.




OonyoC eykataotaoncC

1.2>upBouleuteite napaAAnAa pe tov napdyv odnyo kal tic odnyteg anod tnv entonun
totooeAida: https://wiki.lineageos.org/devices/dumpling/.

2.BeBawwBeite 6t n ocuokeun (OnePlus 5T) Soulelel cwota Kal 6Tl £XEL
TouAdxlotov tnv €kdoon Android 10.

3.A\aBete avtiypapa acpaleiag twv dedopévwy oac.

4.Eykataotiote ta adb kal fastboot otov H/Y oac.

5.Apalpéote 6Aouc touc Google AoyaplacpoUc and tTn CUCKEUN, WOTE va
ano@euxBei n "Mpootacia enava®@opdc epyooctaciakwy pubuicewv".

6.MHN npoxwpnoecTe Ta BApata tne eykataotaonc, av Kanoto Hev €Xel
oAoKANPWOEL N Sev €xel OAOKANPWOEl cwaoTa. € authv TNV NEPINTWON, N
geykatdaotaon Ba anotuxel kalt unapxet Kivbuvoc axpnoteuonc tTnE CUCKeUNC!

7.0nwc avaypdaetatl kat otnVv enionun lotooeAida, To LineageOS napéxetat
Xwpl¢ Kapia eyyunon. H eykatdotaon vivetal ye eubivn tou Xxpiotn!




"j’j Briua 10 - Mpoetowacia

= Storage
10% used - 116 GB free

g Battery
93% - Until 4:00 AM

System

Languages, gestures, time, backup

0] About phone
OnePlus 5T

Device Wi-Fi MAC address
94:65:2d:d5:2e:10

Bluetooth address
Unavailable

Uptime
16:43

Build number

lineage_dumpling-userdebug 15 BP1A.250505.005
d5cd7ff14d

PuBpiosig ->
>XETIKA UE TO
NAEPWVO ->
Natape to "Build
number" 7
POopEC yla va
EekAeldbwooupe
ta "Developer
Options".



. =
-

System updates
Updated to Android 15

<D

o Users
Signed in as Owner

Developer options

B Device diagnostics

D Reset options

4 o O

9:37 &

é

Developer options

Use developer options

=  Bnpua 1o -[lpoetolyaocia

AoU
EUPAVvIOTEl TO
unopevou
Developer
Options pyéoa
OTO Pevou
"puBpuioelc”,
unaivoupe peoa
Kal
evepyonoloUpe
ta OEM
Unlocking kat to
USB Debugging
kat natape "OK"



"‘j’j Briua 10 - Mpoetowacia

10:14 *
& Developer options Q
Use developer options o
Debugging

USB debugging @
Debug mode when USB is connected

Revoke USB debugging authorizations

Allow USB debugging?

USB debugging is intended for
development purposes only. Use it to copy
data between your computer and your
device, install apps on your device without
notification, and read log data.

Cancel oK



-

a 20 — =ekAeidwypa tou

Bootloader

Press volune key to select, and press power
key to select

PRODUCT_NANE - wsnB8998

URARIANT - NSN UFS
BODTLOADER VERSION -
BASEBAND VERSION -
SERIAL NUNBER - 786e51b
SECURE BDDT - yes

Elpaote €towol va cuvdeooupe
TN ouokeun otov H/Y pac og yia
BUpa USB kat va tou divoupe

evtoAéc aneuBeiac and tov H/Y.

>TO TEPUATIKO:;
sudo adb -d reboot bootloader

H ocuokeun Ba kavel
enavekkivnon kat 6a poptwoel
o€ neplBaiAov fastboot.



. ‘-’-‘; Briua 20 — ZekAeidwpa tou

Bootloader

BeBalwvéuaote 6Tl o H/Y Bplokel TN cUOKEUR, NANKTPOAOYWVTAC
oto tepuatikd: fastboot devices

savvas@savvas-pc:~$ sudo adb reboot bootloader
savvas@savvas-pc:~$ sudo fastboot devices

786e51b fastboot

Av eNOTPEPEL TOV oclplakd aplBud tTnC CUOKEUNC Pac, TOTe unopouue
va rnpoxwprnoouUlE.



4

,= Bnua 2o -=zekAgidwpa tou
) Bootloader

1>

The boot loader is unlocked and software
integrity cannot be guaranteed. Any data
stored on the device may be available to
attackers. Do not store any sensitive data
on the device.

Visit this link on another device:
g -co/ABH

PRESS POVER KEY TO CONTINUE

> TN oUuVvEéxela, NANKTPoAoyoUlE OTO
TEPUATIKO:

sudo fastboot oem unlock

>tnv 086vn TN ouokeunc Ba eppaviotel yla
gibonoinon. XpnoluonotoUPe Ta KOUPMLA TNE
évtaonc via va snidé€oupe "Unlock the
bootloader" kal to koupuni "Power" yia va to
eniBeBalwooupe.

[poooxn!!!: autr) n kivhon dtaypd@el autduata
ONA ta debougva tou xpriotn yta Aéyouc
ac@aleiac.

H cuokeun Ba kavel Eéavd enavekkivnon kat
twpa na Ba sivat "EekAetdbwpévn”



-

.‘-@: Brua 30 - Eykataotaon tou

Lineage recovery image

Ba kavoups AQWN TNC €IKOVaAC Tou Lineage recovery. TNV KQVOUE
Afwn otov H/Y pac and edw:
https://download.lineageos.org/devices/dumpling/builds

Latest

lineage-22.2-20261020-nightly-dumpling-signed.zip &, @
boot.img .
recovery.img L @O
build-manifest.xml LN



Briua 30 — Eykataotacn tou

Lineage recovery image

H ouokeun napapével ouvdedepévn pe tov H/Y pag kat eivat avoytn.
[a va eAéyEoupe Eava av entkotvwvel e tov H/Y, nAnktpoAoyoUpe oto

TEPUATIKO:
sudo fastboot devices

AQoU eNOTPEPEL TOV Oelplakd aplBud TN cUOKEUNC, NANKTPpoAoyoUue

OTO TEPUATIKO:
sudo fastboot flash recovery recovery.1img

savvas@savvas-pc:~$ sudo fastboot flash recovery Downloads/recovery.img
Sending 'recovery' (29872 KB) OKAY [ 0.769s]

Writing 'recovery’ OKAY [ 0.171s]
Finished. Total time: 0.988s




.=

Press volume key to select, and press ’
key to select e

PRODUCT_NANE - nsnB998
UARIANT - NSN UFS
BODTLOADER VERSION -
BASEBAND VERSION -
SERIAL NUNBER - 786e51b
SECURE BODT - yes

2w Bnua 30 - Eykataotaon tou
-8 Lineage recovery image

ApoU @poptwbel To recovery.img oto
KlvNto, Nnyaivoupe Ye ta NANKTPA tTnC
évtaonc oto "'Recovery

mode" tou Fastboot kal natdpe to
koupnt "Power" tnc cuokeunc.”

H cuokeur) Oa enavekkIvnoel, WOTE va
@opTwWOoEl nia to Lineage recovery.



.\r = Brjua 40 — Factory reset péoa

ano To recovery

& & A

RECOVERY

Version 22.2 (20261020)
Product name - OnePlusST

Reboot system now

Apply update

Factory reset

Advanced

Av £Xouv vivel 6Aa cwoTtda PEXPL EOW),
LETA TNV ENAveKkKivnon tTn¢ CUOKEUNC,
Ba BAEnoupe otnv 086vN

T™NC To nepBailov tou Lineage
recovery. > auto To onueio
unopoUpe va nepinyoUuacTe KAl Je
v 006vn apnC. ENAéyoupe to
"Factory reset", wote va diaypael
oploTika to naAd cluotnua, padi

LE TNV Kpuntoypdagnon Kat tic Google
unnpeoiec.



4i= Bnupa 4o —Factory reset péoa
'j' _ ano To recovery

«(¢ 0 &) W c(® @ A

RECOVERY RECOVERY
Version 22.2 (20261020)

. Version 22.2 (20261020)
Product name - OnePlusST Product name - OnePlus5T

Factory reset Format user data?

This includes internal storage.

Format data/factory reset THIS CANNOT BE UNDONE!

Format cache partition
! Cancel

Format system partition




. ".:- Brjua 40 — Factory reset péoa
" ano to recovery

H diaypa@ry oAoKANPWVETAl OTav d0VUE OTN OCLOKELH VO avaypPAPETal
"Data wipe complete". ETuotpe@oupe otnv apxikr odovn.

m!‘.t""' y iy
ting /data. .
Formatting /cache. .

Resetting memtag message..
Dntl:i::cwpl-:.

Now send the package
5 Ao Bk, LD S



.=

w.- Brjua 50 — Eykatdotaon

LineageQOS

EipaoTte £to1pol yia 1o teAevTaio Brpal Mpwta kdvovupue ARYn otov HIY pog
TO OPXEIO .Zip TIOU OTIOTEAEI TNV EKOOCH TOU AEITOLPYIKOV YIO T CUOKELIN) UOC.
[a o OnePlus 5T, 10 KateBalovue ato
edw:https://download.lineaaeos.ora/devices/dumplina/builds

Latest

boot.img &

recovery.img

®
®
& ®
®

build-manifest.xmi o,



4i- Bnua5o-Eykatdotaon
Jv LineageOS

-

RECOVERY

Version 22.2 (20261020)
Product name = OnePlusST e d

eé e® A

RECOVERY

: Version 22.2 (20261020)
Reboot SyStew Tiow Product name = OnePlusST

Advanced




4i- Bnua5o-Eykatdotaon
'j' LineageOS

>T0 KATw PEPOC TNC 086vNC tou Kivntou Ba epgaviotei to privupa "Now send the

package you want to apply to the device with "adb sideload filename...". To kivnto
TWPA NEPIPEVEL TO apxelo.

Now send the package you want tn-agply
to the devit:n with "acl: sideload <filename>”...

update
Veri l.pl:la
L;E.fy - t:enﬁcatmn tock 59.8 s (result 0).
Instill. nso update. ..*
r

MODEM build time-stamp 2020-10-29 21:14:55
Fim is up-to-date
;mt MluleuﬁfW 10/QKQ1.191014.012/20102
Patching systq image unconditionally..




LineageOS

EnoTpepoupe 0To Teppatiko Tou H/Y pag katnAonyoupacte oTov KataAoyo nou
Bploketal to apxeio .zip.

.\-"-': Briua 50 — Eykatdotaon

[poaipetikad: la va enPBeBaiwoouue ot o H/Y BAEnet akoua tn ouakeun,
nANKTpoAoyoUuE:
sudo adb devices

Av enoTtpéWel Tov oelplakd aplBud padi pe to sideload, tote 6Aa eival evtacel.

savvas@savvas-pc: $ sudo adb devices
ist of devices attached

86e51b sideload




.\-"-;: Brjua 50 — Eykatdotaon

LineageOS

=—EKWVAUE TNV eykataotaon NANKTPOAOYWVIAC:
sudo adb -d sideload onoma_arxeiou_lineage.zip

dnou oto onoma_arxeiou_lineage.zip, faloupe to apxeio nou Kavape AWn.

KaBwc n eykatdotaon npoxwpd, 6a BAénoupe éva nocootd oto TEpUAtikd Tou
H/Y kat gla pndpa npoddou oto kivntd (cuvABwc ypagel "Step 1/2")

sawas@sawas pc:~/Down s$ sudo adb -d sideload lineage- 22 2-20261020-nightly-dumpling-signed.zip
serving: 'lineage-22. 2 2@26102@ nightly-dumpling-signed.zip' (~34%) |




4i- Bnua5o-Eykatdotaon
Jv LineageOS

MOAIC TO KIvNTO ypayel "Script succeeded: result was 1.000000", n
EYKOTAOTOOT £XEl TEAEIWOEL.

Now send want to a

to the dc&?% with ” .a£u sideload <ﬁ1¥nm>"m

l;ingi; "m tgulu
er
package

wrtﬁution took 59.8 s (result Q).
nstalltn u pdate, ,

Checking r MODEM bUild time=stamp 2020=10-29 21: 133

Finmware s ~tordat

Targe OnaPlusiOﬂlF1us5TlﬂntP1un5T IﬁlQKQI.lEIOId.OlE!Z&IOZ
92059 user/relnaﬁi eys

Patching system e uncenditiona
Patching vzndnr i::‘l uncend i innaiig
script succeeded; result was [ 000) '




Briua 50 — Eykatdotaon
LineageQOS
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Nextcloud
by Nextcloud GmbH
Last updated: 2 days ago (96.76 MB)

Synchronization client

Thunderbird: Free Your © KeePassDX Passkey Vault
o |nb0X Calendar & Agenda Cloud Storage & File Sync ,\ by Kunzisoft
Last updated: Oct 7 (10.97 MB) Last updated: 5 days ago (16.76 MB)
Contact S Manage Passkey / Password in a local and
Thunderbird is a 100% open source, privacy agei=d y el '
. open-source vault
focused email app. Downloading at 1.29 MB/s 67.33 MB remaini P
. . . .
Connectivity Email Internet Writing e il e Encryption& Vault Keyboard BIVE
Preparing installation... A safe home for all your data. Access & share Password & 2FA Security
your files, calendars, contacts, mail & more from
e any device, on your terms. This is the official Ne
More
Donate
All your
accounts : GD https://nextcloud.com/include/
in one :
app Get more
done S
inless ‘ GO Links v LLTTTILEL
time SBSESE0S
(© Versions v

Thunderbird is a powerful, privacy-focused email
app. Effortlessly manage multiple email accounts
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KeePassDX is an open source passkey, password
safe and manaaer allows editina encrvoted data

4 ® =

4 ® = 4 o =



2:05 L 3 11:45 & i

: € EntePhotos-Opensour.. <

%
I

My apps

Updates Ente Photos - Open source, F-Droid

end-to-end encrypted al
Fossify Calendar < ente by ente s
1.12.0 = 1.12.1-8.20 MB Last updated: 2 days ago (316 MB)

Ente Photos is an open source photos app, that

> Enonpuaivelt

Installed apps

provides end-to-end encrypted bac '[UXéV an ti-

A Aegis Authenticator Cloud Storage & File Sync Gallery Multimedia Fe a tu re S’ é I_I w q
Installing... 0 rl Gp&n
KAELOTWV

() Een e e ™ TUNPATWYV oToV

encrypted

343

Aurora Store
4.8.4

©

15755 Stunning.

KWOLlKA.

. Select folders for
DAVx® { S @& 0 backup
4.5.21-o0se .

F . > Anouolalouv
Tl et ONUOPIAN
Ente Photos - Open source, end-to-end 4
cpropud &
tpanelIka app

Q

Discover Search
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Ente is a simple app to backup and share your
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Categories | i Firefox Fast & Private Browser

SomaShare
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@@5

TikTok - rednote Instagram
Videos, Sh...
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Bigo Live -
Live Strea...
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-
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Inbox

Outbox

Archive

Drafts

Sent

spam

Trash

Junk

Sync account

Manage folders

Settings
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Internet, without
the noise.

@ Block video ads on YouTube 0

Reject optional cookies
Q Maximizes privacy and closes 0

cookie pop-ups

Accept some cookies
Hides more pop-ups by accepting
cookies that can't be rejected

You can always adjust later in Settings.
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Keep Android Open

In August 2025, Google announced that

as of September 2026, installing apps will
require developer verification for all Android
apps on certified devices, including those
installed outside of the Play Store. Since
the developers of NewPipe do not agree to
this requirement, NewPipe will no longer
work on certifled Android devices after that
time.

SOLUTION DETAILS OK
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Android version

Android version
15

LineageOS version
22.2-20261020-NIGHTLY-dumpling

Android security update
October 1, 2026

Vendor security patch level
September 1, 2020

Baseband version
.c4.7-00070-8998_GEN_PACK-2.271073.1.277412.1

Kernel version

4.4.302-perf+
#1 Tue Oct 20 04:57:20 UTC 2026

Build date
Tue Oct 20 04:43:24 UTC 2026
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Battery usage

Battery level since last full charge

Wed Thu Fri

Screen time since last full charge

a2 1

Battery usage since last full charge

View by apps v

Nextcloud Deck

Screen time: 7 min
Background: 1 day 1 hr 39 min
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Battery usage
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View by apps N

=

O
)
o

Nextcloud Deck

Screen time: 7 min
Background: 1 day 1 hr 39 min

Trebuchet

Screen time: 35 min
Background: 1 day 7 hr 4 min

Habits

Screen time: 4 min
Background: 1 hr 8 min

Browser

Screen time: 8 min
Background: 26 min

F-Droid

Screen time: 8 min

DanlimvAaiimAd: 177 lav 1 4 tmnin
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Private space

Hide or lock private apps in a separate
space. Use a dedicated Google Account for
extra security.

o0
0000

How it works
(1) Create a Google Account for your space
| & SN S . SRS N SRt L T WS

Cancel Set up

Notifications on lock screen

Show all notification content

Show sensitive content only when
unlocked

Don't show notifications at all
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Security & privacy

° Looks good

No issues found

Security

Device unlock
Screen lock, Fingerprint

Privacy

Privacy controls
Permissions, controls

Privacy dashboard
Show which apps recently used permissions

Private space
4 o O
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No issues found

G -

Security \[ll/
Device unlock
Screen lock, Fingerprint
v

Privacy

Privacy controls
Permissions, controls

Location
Used by 1 app

Camera
Used by 3 apps

See other permissions
Body sensors, Calendar, and 10 more

Privacy dashboard
Show which apps recently used permissions

Private space
Keep private apps locked and hidden

Other settings

More security & privacy
Autofill, notifications, and more
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Say hello to Trust

Trust helps you keep your device secure and
protect your privacy.
The Trust icon will only show when the
contents of the page have been verified.

LEARN MORE

o1

Trust

Status

0.

Privacy

Restr
Control

Trust helps you keep your device secure and
protect your privacy.

The Trust icon will only show when the contents of
the page have been verified.

SELinux

Enforcing

Android security patches

Platform: Up to date
Vendor: Out of date

Encryption
Enabled

ict USB

support for USB connections such as earphones,

storage devices, input (mice, keyboards, joysticks) and ADB
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